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In response to the events of September 11, 2001, the U.S. gov-
ernment reorganized multiple departments into the new
Department of Homeland Security and appropriated billions of
dollars for preparedness and response pur-
poses. Recognizing that terrorism is a threat
to all sectors of American society, the U.S.
government has extended the responsibility
of preparing for, and deterring against, ter-
rorist activity to states, local governments,
and the private sector.

To provide a framework for this new
approach to security, the Attorney General,
in coordination with the U.S. Department of
Homeland Security, developed the Homeland Security Advisory
System (HSAS). The color-coded system is designed to alert gov-
ernment authorities, businesses, and the American public of a
security threat according to a series of graduated conditions. The
threat conditions range from low to severe and are dependent
upon the threat's credibility, corroboration, imminence, and sever-
ity.  

At each threat condition, the HSAS provides a set of corre-
sponding protective measures.  Federal government agencies are
required to implement specific steps to reduce vulnerabilities at a

particular threat condition.  State and local governments are rec-
ommended to establish compatible systems. In addition, critical
infrastructures - such as water treatment, telecommunication, and
power and energy - are required to implement certain protective
measures according to threat conditions.

As the government promotes preparedness across the country,
workers are relying upon their employers
for information and instruction on how to
respond to security threats in the workplace.
Over half of American businesses, however,
are not ready for security-related risks.
According to a 2003 survey by the
American Management Association, only 64
percent of businesses have basic crisis man-
agement plans and 45 percent have specified
plans for security threats.   Moreover, only

42 percent of businesses conduct drills or simulations to test their
crisis management plans.   Regular exercises and evaluations are
necessary to validate the effectiveness of an emergency response
plan.  Executives who install a plan but fail to train employees
appropriately may have a false sense of preparedness as a result. 

Many businesses are unprepared for security threats because of
costs associated with changing or expanding emergency response,
business continuity, and crisis management plans. According to
the Center for Strategic and International Studies, raising the alert
status from yellow to orange costs the government $1 billion a
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The Homeland Security Advisory System:

Providing a Framework for Business Security

Key to our nation's security in
times of crisis and considered to
be likely targets for terrorism, crit-
ical infrastructure industries are
required to implement specific
security measures according to
the HSAS.



week.   Unlike the government,
however, businesses can actually
reduce costs by implementing
comprehensive plans to respond to
terror alerts. Now more than ever
before, insurance carriers are con-
sidering the scope of emergency
response plans to determine place-
ment terms, conditions, and pric-
ing, particularly for high-value
facilities or facilities - such as
high-rise buildings and stadiums -
where a large number of people
gather. By employing a business
continuity plan commensurate
with HSAS threat conditions,
businesses can also gain a compet-
itive advantage. Business continu-
ity plans enable organizations to
maintain daily operations and ful-
fill customers' needs during high-
level security threats.  Moreover,
vendors and suppliers are able to
work confidently with organiza-
tions that have business continuity
plans in place. 

In addition, businesses must
comply with regulatory require-
ments promulgated by the
Occupational Safety and Health
Administration (OSHA) of the
U.S. Department of Labor and
state and local fire prevention and
life safety codes. For example,
OSHA currently requires busi-
nesses to establish basic emer-
gency response procedures.
Recent legislation suggests that
plans must be expanded to address
preparedness for terrorism. Nevada's 2003 anti-terrorism bill, for
example, requires resort owners to file their emergency response
plans with local authorities and the state's Division of Emergency
Management.  Since most businesses should already have a basic
emergency response plan, they can prepare for potential regula-
tion changes by adapting it to security threats.

One key to effectively mitigating and even preventing security
threats in the workplace is customizing the HSAS to individual
businesses. A high-rise office building, for example, faces differ-
ent risks than a chemical plant. Each building or facility should
conduct a risk assessment to understand vulnerability to terrorism,
potential consequences of an attack, and mitigation opportunities.
The vulnerability assessment should address the many forms of
terrorism including cyber attacks and the use of explosive, chemi-
cal, biological, and/or radiological weapons. 

The risk assessment should also address the adequacy of emer-

gency response, business continuity, and crisis management plans
and how preparedness should be enhanced for each of the five
color-coded threat condition levels. Plans must be specific to
building or site characteristics, population, nature of operations,
and availability and capability of internal and external resources.
Organizations should also define roles and assign responsibilities
to employees at every department for each threat condition to
effectively prepare their business, people, and property.

There are basic guidelines organizations can follow to prepare
for security threats and appropriately respond to the HSAS. The
accompanying sidebar  suggests actions for businesses to take at
each threat condition of the HSAS.  Businesses should customize
these suggested actions to fit the needs of their operations, people,
and property. Consultation with risk management advisors, human
resources personnel, and counsel is recommended. The guidelines
range from coordinating emergency response plans with local



authorities, utilities, and commu-
nity leaders at a low level alert to
restricting access to workplace
areas and facilities when there is
a severe risk of attack.

In addition to these general
guidelines, many trade associa-
tions have developed industry-
specific homeland security pre-
paredness guidelines that address
emergency response, business
continuity, and crisis manage-
ment planning. 

Energy, transportation,
telecommunications, and financial
services are industries considered
to be part of our nation's "critical-
infrastructure." In fact, 85 percent
of telecommunication and infor-
mation service providers, trans-
portation companies, energy and
water suppliers, and other critical
industries are privately owned.
Key to our nation's security in
times of crisis and considered to
be likely targets for terrorism,
critical infrastructure industries
are required to implement specific
security measures according to the
HSAS.

In addition to the nation's criti-
cal infrastructure, businesses in a
variety of industries may be
exposed to terrorist threats and
security-related risks that vary
according to location and opera-
tion. As a result, they need to
customize security procedures,
accordingly. Businesses with
operations located in or near
areas that might be considered at
greater risk for terrorism, such as
shopping malls, high-profile
office buildings, and city land-
marks, should take steps to
assess their security practices and
preparedness as well. Hotel,
lodging, and convention facili-
ties, for example, face unique
security challenges because they
encounter a constant flow of
guests, vendors, deliveries, and vehicles that vary on a daily basis.
Due to the nature of their business, hotels, lodges, and convention
centers must adopt security measures to control and track the influx
of visitors, luggage, and packages to detect and deter any suspicious

activity. 
Establishing information-sharing systems is one low-cost way

businesses in a number of industries have enhanced their security
practices.  More than a dozen industry-specific information sharing



systems exist in the U.S. today,
including the North American
Electric Reliability Council,
Coordinating Center for
Telecommunications, and
Association of Metropolitan Water
Agencies.  These organizations
serve as information resources on
various security-related topics for
their members. In addition, with the
goal of elevating awareness to
industry-specific security threats,
general industry businesses have
organized themselves in non-profit
associations, such as The Real
Estate Roundtable and The
Financial Services Roundtable, to
create a partnership between indus-
try professionals and government
agencies.

Professional roundtables and
information sharing centers offer a
starting point for businesses to
assess, develop, and improve
emergency response, business continuity, and crisis management
plans.  While cooperation at the industry-level contributes to secu-
rity in the workplace, preparedness for security threats at the local
business level is still considered to be the most effective way to
protect business employees, customers, operations, and property. 

Established just over one year ago, the HSAS has not erased
our vulnerability to terrorism, but it has provided us with a frame-
work to prepare locally for terrorism, and the direct involvement

of businesses has proven to be more vital than ever before.
Conventional safety plans sufficed for fires and floods, but terror-
ism requires a new and heightened awareness and preparedness
among all types of businesses and government entities.

Donald Schmidt is Senior Vice President and the Practice
Leader of Marsh's Emergency Response Planning consulting
practice. Contact Marsh at www.marsh.com
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